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Abstract: The integrity and transparency
of elections are essential for maintaining a
strong democratic system. Traditional
voting methods and existing electronic
voting systems often face challenges such
as voter impersonation, duplicate voting,
unauthorized  access, and  security
vulnerabilities. To address these issues,
this project presents a Biometric-Based
Electronic Voting System that combines
RFID  technology and  fingerprint
authentication to ensure secure and reliable
voting. In the proposed system, each voter
is assigned a unique RFID card that serves
as a voter identification card. During the
voting process, the RFID card is first
verified,  followed by  fingerprint
authentication using a biometric sensor.
Only when both authentication stages are
successfully completed is the voter

allowed to cast a vote. The system is
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controlled using a Raspberry Pi 4, which
manages voter verification, vote recording,
and system monitoring. A keypad is
provided for candidate selection, while a
buzzer gives immediate feedback
regarding authentication and voting status.
The proposed solution significantly
reduces electoral fraud, prevents duplicate
voting, enhances voter privacy, and
ensures accurate vote counting. By
integrating advanced biometric verification
with electronic voting technology, the
system offers a secure, efficient, and

transparent voting platform suitable for

modern democratic processes.
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INTRODUCTION

Elections play a vital role in democratic
societies by enabling citizens to choose
their representatives and participate in
governance. The credibility of any
democratic system depends heavily on the
fairness, transparency, and security of the
electoral process. Traditional voting
methods, including paper ballots and
conventional electronic voting machines,
are often vulnerable to issues such as voter
impersonation, multiple voting, ballot
manipulation, and lengthy vote-counting

procedures.

With the rapid advancement of embedded
systems, biometric technologies, and
digital authentication techniques,
electronic voting systems have evolved
significantly. Biometric authentication has
emerged as one of the most reliable
methods for verifying voter identity
because  biometric  traits such as
fingerprints are unique to each individual
and difficult to forge. Similarly, Radio
Frequency Identification (RFID)
technology provides a convenient and
efficient mechanism for voter

identification and record management.

The proposed Biometric-Based Electronic
Voting System integrates RFID
authentication and fingerprint verification

to create a dual-layer security framework.
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Each registered voter is provided with an
RFID card containing a  unique
identification number. During the voting
process, the voter first presents the RFID
card, after which fingerprint authentication
is performed. Once both credentials are
successfully validated against the database,

the voter is granted access to cast a vote

using a keypad interface.

The system utilizes Raspberry Pi 4 as the
central controller, interfacing with the
fingerprint sensor, RFID reader, keypad,
LCD display, and buzzer. This integrated
solution improves election security,
eliminates duplicate voting, reduces
human intervention, and ensures accurate
vote recording. The proposed system
provides a practical and scalable approach
toward modernizing electoral processes
while maintaining voter confidentiality and

trust.
RELATED WORK

Several researchers have explored the
application of biometric technologies and
RFID-based authentication systems to
improve the security and reliability of

electronic voting systems.

Ashok Nalluri et al. proposed an RFID and
fingerprint recognition-based electronic
voting system that authenticates voters
using RFID cards and fingerprint

verification. Their system successfully
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reduced unauthorized voting and enhanced

election security.

Ravuri Chandrika et al. introduced an
RFID-based electronic voting machine
incorporating  OTP  and  biometric
verification. The proposed solution
employed multi-level authentication to
prevent fraudulent voting and duplicate

vote casting.

Zakiah Mohd Yusoff et al. developed a
fingerprint biometric voting machine using
Internet of Things (IoT) technology. The

system stored voting information in cloud

databases while ensuring voter
authentication through fingerprint
verification.

Shubhangi Dhane et al. proposed an online
voting system integrating fingerprint
sensors, facial recognition, and QR code
scanning technologies. Their work focused
on improving voter authentication through

multiple verification mechanisms.

Ajaykumar K.H. et al. developed an
electronic voting machine utilizing RFID
and fingerprint authentication to ensure
secure voter verification and prevent

repeated voting attempts.

These studies demonstrate the
effectiveness of biometric authentication
and RFID technologies in securing
electronic voting systems. However, many

existing systems either rely on a single
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authentication mechanism or involve
complex implementations. The proposed
system addresses these limitations by
integrating RFID  and  fingerprint
authentication within a Raspberry Pi-based

platform to achieve improved security,

efficiency, and ease of deployment.
LITERATURE SURVEY

[1] RFID and Fingerprint Recognition
Based Electronic Voting System for Real-
Time Application This work utilizes RFID
cards and fingerprint verification for voter
authentication. The system ensures that
voting is permitted only after successful
biometric verification, thereby preventing

unauthorized voting activities.

[2] RFID-Based
Machine Using OTP and Biometric

Electronic ~ Voting

Verification The authors proposed a three-
level authentication mechanism consisting
of RFID validation, OTP verification, and
biometric authentication. This approach
significantly enhances election security

and voter validation.

[3] Fingerprint Biometric Voting Machine
Using Internet of Things This research
integrates fingerprint authentication with
cloud-based storage using IoT technology.
The system enables secure vote recording
while maintaining transparency and

accessibility.
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[4] Online Voting System Using
Fingerprint Sensor, Face Recognition, and
QR Code Scanner The study introduces a
multi-factor authentication system
combining fingerprint recognition, facial
recognition, and QR codes to minimize

election fraud and improve voter

verification accuracy.

[5] Electronic Voting Machine Using RFID
and Fingerprint This project employs
RFID cards and fingerprint matching for
voter validation. It prevents duplicate
voting and provides secure election
electronic

management through

authentication methods.

The literature survey indicates that
combining RFID  technology  with

biometric  authentication  significantly
improves voting system security and voter

verification accuracy.
EXISTING METHOD

The existing electronic voting systems
primarily rely on traditional voter
identification methods such as voter ID
cards, passwords, OTP wverification, or
standalone biometric authentication
techniques. In many cases, voter
verification 1s performed manually or
through a single authentication
mechanism, which increases the possibility
of unauthorized access and electoral fraud.

Conventional Electronic Voting Machines
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(EVMs) are designed to simplify the
voting process; however, they still face
challenges related to voter impersonation,
duplicate voting, and identity theft.
Systems that use only RFID cards or only
fingerprint verification are vulnerable if
the authentication credential is lost,
duplicated, or compromised. Furthermore,
many existing voting systems lack real-
time monitoring, secure data management,
and multi-factor authentication, making
them susceptible to manipulation and
security breaches. These limitations can
affect the transparency, reliability, and
overall integrity of the election process,
thereby reducing public confidence in the

voting system.
PROPOSED METHOD

The proposed Biometric-Based Electronic
Voting System introduces a secure and
reliable voting platform by integrating
RFID  technology  with  fingerprint
authentication using Raspberry P1 4. In this
system, every registered voter is assigned a
unique RFID card that serves as a digital
voter identification card. During the voting
process, the voter must first scan the RFID
card, after which the system verifies the
card information against a pre-registered
database. Once RFID authentication is
successful, the voter is required to place a

finger on the fingerprint sensor for

biometric  verification. The captured
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fingerprint is compared with the stored

fingerprint template to confirm the voter’s

identity. Only when both authentication

stages are successfully completed is the
voter permitted to cast a vote using the e Skt
keypad interface. The selected vote is L :"":"_”"
securely recorded in the database, and the

voter status is immediately updated to
prevent duplicate voting. A buzzer Fig.2 Circuit Diagram

provides instant feedback regarding MODULE DESCRIPTION

authentication  success, authentication

failure, and vote submission. By Voter Registration Module: The Voter

employing dual-factor authentication and Registration Module s responsible - for

automated vote management, the proposed enrolling eligible voters into the system

system significantly enhances election before the election process begins. During

security, eliminates unauthorized voting, registration, the voter's personal details,

. . fingerprint data, and RFID card
ensures  voter  privacy,  improves

transparency, and provides an efficient and information are collected and securely

trustworthy voting environment suitable stored in the database. Each voter is

. assigned a unique RFID card that acts as a
for modern democratic processes.

digital voter identification card. This

SYSTEM ARCHITECTURE module ensures that only authorized and
. registered voters can participate in the
l election process.

RFID Tag/Render " ] == RFID Authentication Module: The RFID

Raspberry Pi

Authentication Module serves as the first

level of voter verification. When a voter

Fig.1 System Architecture arrives at the polling station, the RFID
card is scanned using the RFID reader. The
system reads the unique identification
number stored on the RFID card and
compares it with the records available in

the database. If the RFID information
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matches a registered voter, the system
proceeds to the next authentication stage.
Otherwise, access is denied and the voter

is prevented from voting.

Fingerprint Verification Module: The
Fingerprint Verification Module provides
the second layer of security. After
successful RFID verification, the voter
places their finger on the fingerprint
sensor. The captured fingerprint image is
processed and compared with the pre-
stored fingerprint template associated with
the voter's RFID card. If a valid match is
found, the wvoter is authenticated
successfully. This module prevents
unauthorized access, identity fraud, and

duplicate voting attempts.

Voting Module: The Voting Module
allows authenticated voters to cast their
votes securely. After successful dual-factor
authentication, the voter is presented with
the list of candidates through a keypad
interface. The voter selects the preferred
candidate, and the system records the vote
in the database. The voting process is
designed to be simple, efficient, and user-
friendly  while

maintaining ~ voter

confidentiality.

Vote Management Module: The Vote
Management Module is responsible for
securely storing and managing all voting

data. Once a vote is cast, the system
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updates the voter's status to indicate that
the vote has been submitted. This prevents
multiple voting attempts by the same
individual. The module maintains vote
records securely and ensures data integrity

throughout the election process.

Alert and Notification Module: The Alert
and Notification Module uses a buzzer to
provide immediate feedback to the voter.
The buzzer generates different sound
indications for successful authentication,
failed authentication, invalid RFID cards,
fingerprint mismatches, and successful
vote submission. This module improves
user interaction and helps  voters
understand the status of their actions

during the voting process.

Database Management Module: The
Database Management Module stores
voter information, fingerprint templates,
RFID details, voting records, and
authentication logs. The database is
maintained within the Raspberry Pi system
and is protected using appropriate security
mechanisms. This module ensures secure
storage, quick retrieval, and reliable

management of election-related data.

System Control Module: The System
Control Module is implemented using the
Raspberry Pi 4, which acts as the central
controller of the entire voting system. It

coordinates communication between all
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hardware components, including the
fingerprint sensor, RFID reader, keypad,
buzzer, and database. This module
manages authentication, vote recording,
error  handling, and overall system
operation to ensure smooth and secure
functioning of the electronic voting

system.
RESULTS AND DISCUSSION

The proposed Biometric-Based

Electronic Voting System was
successfully designed, implemented, and
tested using Raspberry Pi 4, RFID
technology, and fingerprint authentication.
The system  demonstrated reliable
performance in voter identification,
authentication, and vote recording
processes. During testing, all hardware
components, including the RFID reader,
fingerprint sensor, keypad, buzzer, and
display unit, were properly integrated and

operated without communication errors.

The RFID  authentication  module
accurately identified registered RFID cards
and rejected unauthorized or invalid cards.
Similarly, the fingerprint verification
module successfully matched registered
fingerprints  with  stored templates,
ensuring that only eligible voters were
allowed to participate in the election
process. The dual-factor authentication

mechanism significantly enhanced security
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by preventing voter impersonation and

unauthorized access.

After successful authentication, voters
were able to cast their votes using the
keypad interface. The system accurately
recorded each vote in the database and
immediately updated the voter status to
prevent duplicate voting. Any attempt to
vote multiple times was detected and
rejected by the system. The buzzer
provided instant feedback regarding
authentication success, authentication
failure, and vote submission, improving

user interaction and system usability.

The database management module
securely stored voter information and
voting records, ensuring data integrity and
confidentiality. Throughout the testing
phase, the system maintained consistent
performance and accurately processed all
voting operations without data loss. The
overall results demonstrate that the
proposed system provides a secure,

transparent, and efficient electronic voting

solution.
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Figure 3. Hardware Result integrity and confidentiality of the

electoral process.

CONCLSUION AND FUTURE
SCOPE

= ‘ The proposed Biometric-Based Electronic
SEe0|

C Al Voting System successfully integrates
WBEEE . o

m Wj alo RFID and fingerprint authentication to

provide a secure, reliable, and efficient

voting platform. By implementing dual-
) factor voter verification, the system
Figure 4. Actual Product Y
effectively prevents unauthorized access,

duplicate voting, and electoral fraud while

ensuring accurate vote recording. The
developed solution enhances transparency,
voter confidence, and the overall integrity

of the election process.

The system can be further enhanced by

integrating advanced technologies such as

Figure 5. Software Result blockchain, cloud computing, and end-to-

end encryption to improve security and

e e
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transparency. Additional biometric features
such as facial recognition and iris scanning
can be incorporated to strengthen voter
authentication. Furthermore, secure remote
voting through web and mobile
— | applications can be implemented to
increase accessibility and voter

Figure 6: Fingerprint not found S '
participation in future elections.

The obtained results confirm that the
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